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aaccccrreeddiiSSccaann   
  FFeeaattuurreess  

  
1. Deploy, configure, and initialize auditing 

components on target platforms.  
2. Install auditing scripts relevant to each 

target platform. 
3. Audit multiplicity of Unix, Linux, and 

Windows-based operating systems.  
4. Group audited platforms into projects for 

scalability and reporting. 
5. Create projects according to 

organizational, functional, or 
geographical associations.  

6. Build set of uniquely-identified platforms 
to be audited. 

7. Include or exclude platforms or projects 
from audit as needed.  

8. Concurrently audit all selected systems.  
9. Full audit of network system typically 

requires less than five minutes to 
complete.  

10. Automatically tests over 400 non-
administrative STIGs.  

11. Audit results collected at the platform 
level and reported at the project level.  

12. SRR script results meet a STIG, fail to 
meet a STIG, are not applicable, or are 
indeterminate.  

13. Detailed reporting information displayed 
at the platform level.  

14. All distributed communications 
performed within a protected network.  

15. Mutual authentication performed 
between console and auditing agents.  

16. Secure communications between 
console and auditing agents. 

 

aaccccrreeddiiSSccaann   
A Mission Assurance 360™ Product

DDDIIIAAACCCAAAPPP   AAAuuudddiiitttiiinnnggg   TTToooooolll   
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aaccccrreeddiiSSccaann   

AAuuttoommaatteess  CCoommppll iiaannccee  
CChheecckkiinngg  

  
accrediScan enables the Information 
Assurance professional to easily self 
assess DIACAP STIG compliance.  It 
automatically executes and records the 
results of over 400 non-administrative 
STIGs using scripts from DISA —
reducing a tedious, manual, time-
consuming activity down to a matter of 
minutes with a signal click of a button.  
Automatically loading and executing the 
scripts is vastly more efficient and less 
costly than manually installing and 
executing. 

accrediScan securely collects  
compliance results into a central location 
for easy reviewing, reporting, and 
mitigation.  When performed prior to a 
full C&A activity, accrediScan ensures 
that information systems security 
configurations are strongly secured and 
ready for official review. 

  

    
DDIISSAA//DDIIAACCAAPP  

  
The DoD Information Assurance Certification 
and Accreditation Process (DIACAP) is a 
dynamic, information assurance (IA) 
certification and accreditation (C&A) process 
that supports and complements the net-
centric, Global Information Grid (GIG)-based 
environment.  The DIACAP establishes a 
standard process for: 

 Identifying, implementing, and validating 
standardized IA Controls 

 Authorizing the operation of DoD 
information systems 

 Managing an IA posture across the DoD 
information system life cycle 

DIACAP has replaced the previous standard, 
DITSCAP (Defense Information Technology 
Security Certification and Accreditation 
Process), across all branches, services, 
combatant commands and agencies in the 
DoD.  DIACAP establishes the standard DoD 
process for managing the IA posture across 
DoD information systems consistent with Title 
III of the E-government Act, the Federal 
Information Security Management Act 
(FISMA), and DoDD 8.1 and DoDI 8500.2 

Auditing the IA Controls and reporting the 
results for C&A is a manual and tedious 
process.  Although DISA provides automated 
tools for auditing the security compliance of 
information systems, many man-hours may 
be necessary to perform this task.  Since this 
review must be repeated, the costs  of 
auditing and reporting can be excessive. 

aaccccrreeddiiSSccaann   
BBeenneeffii ttss  

  
 Ability to concurrently audit systems 

in a network 

 Effective in heterogeneous 
environments 

 Automates testing of over 400 non-
administrative STIGs 

 Full audit of network system typically 
requires less than five minutes to 
complete 

 All Distributed communications 
performed within a protected 
network 

 Platform level data collection and 
reporting 

 Project level rollup reporting 

 Support for automatically exporting 
audit results into reporting formats 

  
HHooww   ddoo  II   oorrddeerr??  
 POs by fax or mail sent to: 

Sentar, Inc. 
4900 University Sq, Suite 8 
Huntsville, AL 35816-1829 

 Prepaid orders 

 256-830-0860 for sales or technical 
questions 

 


